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Q Help keep your documents safe and your computer secure and healthy.

Protecting your privacy.
Microsoft cares about your privacy. For mre information about how Microsoft Word helps to protect your privac, please
see the privacy statements.

Show the Microsoft Word privacy statement
Office.com privacy statement
Customer Experience Improvement Program

Security & more
Leam more about protecting your privacy and security from Office.com.
Microsoft Trustworthy Computing

Microsoft Word Trust Center
“The Trust Center contains security and privacy settings. These settings help keep your
computer secure. We recommend that you do not change these settings. Trust Center Settings...




Class – Help Document 
Problem – Office Macro Security issues with Class

To be done in both Word and Excel per user. 

(Every user on a system who has Office 2007/2010/2013)
Macro security is affecting the use of Microsoft Word to access Class and files on the shared area.

We suggest you add the Mapped drive as a safe area and the Class DIR (C:\program Files\Class for Windows SQL\)

Open up Microsoft Word:
Select: File / Options

Highlight “Trust Center”
On the right of this screen select Trust Center Settings…
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Highlight “Trusted Locations”
Tick ‘Allow Trusted Locations on my network’ 
Select “Add new location…”
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Privacy Options.

Trusted Locations.

‘Warning: All these locations are treated as trusted sources for opening files. If you change or 3dd 3 location, make sure
that the new location is secure.

Path Description Date Modified
User Locations
C\..ker\AppData\Roaming\Microsoft\Templates\  Word 2010 default location: User Templates
C:Program Files 686)\Microsoft Office\Templates\  Word 2010 defautt location: Application Templa...
C:\..\AppData\Roaming\Microsoft\Word\Startup\,  Word 2010 default location: StartUp.
Policy Locations.

path: Ci\Users\Graham Hacken\AppData\Roaming\MicrosoftiTe

Description:  Word 2010 default location: User Templates

Date Modified:
Sub Folders:  Disallowed

Al Trusted Locations on my nework nt recommendec)
Diabe s Tused Locaions

Cox ] o )





Select the drive letter mapped for Class.

Example: If ‘X’ is your mapped Class drive input the Path: X:\ 
Select OK

Tick ‘Subfolders of this location are also trusted’

Select OK
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Date and Time Created:  17/12/2010 15:11





Highlight “Trusted Documents”
Ensure your screen is set similar this:
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Privacy Options.

Clear al Trusted Documents 5o that they are no longer trusted





Highlight “Add-ins”
Ensure your screen is set similar this:
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Privacy Options.

Reauire Application Add-ins to be signed by Trusted Publisher
[ pisable notification for unsigned add-ins (code wil remain disabled)





Highlight “ActiveX settings”
Ensure your screen is set similar this:
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Privacy Options.

ActiveX Settings for all Office Applications.

(© Disable all controls without notification

(© Prompt me before enabling Unsafe for Initialization (UF) controls with additional festrictions and Safe for
Initialzation (SFD controls with minimal restrictions

(© Prompt me before enabling all controls with minimal restrictions.

© Enable all controls without restrictions and without prompting (not recommended; potentially dangerous controls
@n un)





Highlight “Macro Settings”
Ensure your screen is set similar this:
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Privacy Options.

Macro Settings

(© Disable all macros without notification

(© Disable all macros with notification

© Disable all macros except digitally signed macros

© Enable all macros (not recommended; potentially dangerous code can run),





Highlight “Protected View”
Ensure your screen is set similar this:
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Privacy Options.

Enable Protected View for fles originating from the Internet
Enable Protected View for fles located in potentially unsafe locations
Enable Protected View for Outlook attachments





Highlight “Message Bar”
Ensure your screen is set similar this:
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Privacy Options.

Message Bar Settings for al Office Applications

Showing the Message Bar
(© Show the Message Bar in all applications when active content, such as ActiveX controls and macros, has been
blocked

© Never show information about blocked content





Highlight “File Block Settings”
Ensure your screen is set similar this:
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Trustedioations For each fle type, you can select the Open and Save check boxes. B selecting Open, Word blacks ths il type, or opens it
Trusted Documents in Protected View. By selecting Save, Word prevents saving in thisfile type.
File Type Open  save
Word 2007 and later Documents and Temlates
AdtveX settings OpenDocument Test Files
Word 2007 and lser Binary Documents and Templates
Word 2003 Binary Documents and Temlates
Protected View Word 2003 and Plain XML Documents
Word XP Binary Documents and Temlates

Message Bar Word 2000 Binary Documents and Temlates
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Add-ins
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Privacy Options.

Do not open selected file types.
Open selected file types in Protected View
‘Open selected file types in Protected View and allow editing





Select OK
Select OK

For Microsoft Excel:
Follow the same instructions for Word but there is one extra screen:

“External Content”  
Ensure your screen is set similar this:

[image: image11.png]TG —— =

Trusted Publishers

‘Security settings for Data Connections
Trusted Locations.
© Enable all Data Connections (not recommended)

Trusted Documents © Prompt user about Data Connections.

Add-ins © Disable all Data Connections
ActiveX Settings. Security settings for Workbook Links
Macro Settings

© Enable automatic update for all Workbook Links (not recommended)
Protected View © Prompt user on automatic update for Workbook Links.
(-] automatic update of Workbook Links.

Message Bar

File Block Settings

Privacy Options.





“File Block Settings”
There are not changes to be made to the section for Excel.

FOR OFFICE 2013 USERS ONLY
Please follow these instructions:
Open Microsoft Word:
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Click File in the top left hand corner:
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Select Options:
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Un-tick the box ‘Open e-mail attachments and other uneditable files in reading view’ 
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Select OK
Note: 
You may need to close Word and Class and log back in to bring the change in to effect.
SQL193 – Security Issues with Office 


